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PROJECT:
SEXTORTION
OF MINORS

URGENT WARNING TO
PARENTS:

Many parents believe that their children
will not fall victim to this serious crime.
It is, however, on the increase, and more
and more children succumb
to the suggestive world of cybercrime.

Sexual extortion, or "sextortion”,
occurs when an individual is coerced
into providing money or sexual images
through a threat to release sexual or nude
photos or videos of them online.

Studies show that 1 in 20 adolescents
experience the harrowing trauma of
sextortion. Parents should not underestimate
the age at which children become vulnerable,
as many are as young as 8.



Sextortion does not discriminate and it can
affect any child or young person, whether a
boy or a girl, from any ethnic or
socioeconomic group.

The only common denominator
these children share, is internet access.

Educating children about online safety
has never been more crucial.

It involves fostering their understanding
of digital risks and digital citizenship
and how to be safe, legal
and ethical online.

o Many sextortion cases occur within existing relationships with
peers, romantic partners or adults. However, in some cases,
predators unknown to the child groom them into sharing
intimate pictures or videos and later use them for blackmail.

« Harm associated with sextortion included repeated online
contact, harassment and having fake online profiles created of
them.

o About one-quarter of youth who reported being sextorted also
reported being threatened with having their pictures publicly
posted or sent to others without their consent.

« When children and adolescents are targets of sextortion, they
may experience intense fear and shame in speaking with their
parents and caregivers about what has happened.

« They may be less aware of resources or support they can turn
to for help.

e Young girls are less likely to fall victim to sextortion but they
do experience physical and sexual assault more often.

« They are also threatened to have their images shared without
their consent.

« Boys are, however, more likely to experience sextortion when
they often mistakenly believe they are engaged in a mutual
exchange of sexual images, which then results in sexual
extortion for financial gain.

o These boys are often also less likely to disclose the
victimisation to parents or other trusted adults.



» Society's expectations of boys as strong and courageous
challenge their sense of worth, and the feelings of shame and
guilt seem like a stigma to young boys.

THE PERPETRATORS:

o The perpetrators of this crime are unscrupulous and merciless.

o They continuously vary and adapt their methods to maximise
their chances of success.

o The perpetrators reach young children by any number of
mobile or online sites, apps or even games.

o They use flattery, compliments and even the pretence of a new
romantic relationship to lure their victims.

« Another entry point is to offer children something they value in
exchange for taking a quick picture.

« Examples include a modelling contract, online game credits or
codes, cash, bitcoin, gift cards or any other item that would
pique a young child's interest.

« Then the exporters immediately start with intimidation and
threats.

« They do not hesitate to lie and tell the victim that they already
have sensitive images of the child and are willing to distribute
them if the child does not adhere to their demands.

e Once perpetrators have the first image, they use the threat of
exposure or harm to keep the child producing more and more
explicit material.

o This cycle of victimisation continues and hurls the victim into
an abyss of guilt, shame and fear.

« It becomes extremely difficult for young victims to break out of
this as they are too afraid of what they think they have already
done.

o Children are afraid of the consequences they believe they will
face from their parents, teachers or law enforcement.

o The perpetrators abuse this fear to their advantage and in this
manner keep the children adherent.

THE PARENTS:

« Have conversations with your children about sex, consent to
online activities and safety, early and often.

o Vary the content based on the child's age and developmental
stage.



o It is developmentally normal for adolescents to be curious
about sexuality and, among older adolescents, to engage in
sexual relationships.

o Itis also a function of an adolescent's developing brain that
decisions are not always made with long-term consequences in
mind.

o As such, it is essential to approach conversations about sex and
online behaviours without judgment or blame.

o Consider a rule against devices in bedrooms overnight or
shutting off Wi-Fi access during overnight hours.

« Review the privacy settings of your child's online devices.

o It is critical to keep all accounts private to ensure predators do
not have access to personal information or personal images.

« Do not overshare personal information online.

o Lock down social media accounts so only friends can see posts,
photos, and connections.

« In this manner, a private profile cannot be found on search
engines.

« Never engage with strangers online and do not move any
conversation to a different platform, a private chat room or off-
line.

e Should anyone whom you do not know contact, block the
request immediately.

o Children need to understand that predators camouflage their
identities and that they are not who you think they are.

o They use their skills to become the person they think the victim
wants to meet.

« They use hacked social media accounts, and digitally altered or
stolen images to pose as someone else.

e Children should have the reassurance to ask for help.

o It is the responsibility of the parents to build a relationship of
trust with them.

o Children should be educated to know that sextortion is a
criminal offence and that they are the victim and not criminally
liable.

o Show children how to block and report unwelcome messages
from strangers.

o Do spot-checks on your child's phone to ensure that their
online interaction is safe.

« Arrange this with your child beforehand to ensure trust is not
broken.

If you suspect your child's devices have been
compromised or that your child might have
become a victim of sextortion, contact
Mr Bolhuis immediately.



RELEVANT PROJECTS POSTED PREVIOUSLY:

https://mikebh.link/6zi61w
https://mikebh.link/9SRTwY
https://mikebh.link/yodqT6
https://mikebh.link/OLo0Qip

Specialised Security Services invites the
public to the Mike Bolhuis Daily
Projects WhatsApp Group.

This group is important in delivering insights
into the latest crime trends, awareness,
warnings and the exposure of criminals.

HOW TO JOIN THE MIKE BOLHUIS DAILY PROJECTS
WHATSAPP GROUP:

« Simply follow the link to our dedicated WhatsApp group:
o https://chat.whatsapp.com/Dys4]JLOFTXCBgXBdXeEvzU
o "JOIN" to ensure you never miss our daily updates.
« You will receive automatic notifications as soon as a new
project is placed.

Visit our Facebook page and our
website for other current projects:

o https://www.facebook.com/MikeBolhuisOfficial
e http://www.mikebolhuis.co.za

CONTACT MR MIKE BOLHUIS FOR ADVICE,
RECOMMENDATIONS, SECURITY, PROTECTION,
OR AN INVESTIGATION IF NEEDED.


https://mikebh.link/6zi61w?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://mikebh.link/9SRTwY?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://mikebh.link/yodqT6?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://mikebh.link/OLo0ip?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://chat.whatsapp.com/Dys4JLOFTXCBgXBdXeEvzU?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://www.facebook.com/MikeBolhuisOfficial?mc_cid=99436bbcaa&mc_eid=UNIQID&mc_cid=ecc8b16af5&mc_eid=UNIQID
http://www.mikebolhuis.co.za/?mc_cid=ecc8b16af5&mc_eid=UNIQID

ALL INFORMATION WILL BE TREATED WITH THE
UTMOST PRIVACY AND CONFIDENTIALITY.

FORWARD THIS DOCUMENT TO EVERYBODY.

Regards,

Mike Bolhuis

Specialist Investigators into

Serious Violent & Serious Economic Crimes
PSIRA Reg. 1590364/421949

Mobile: +27 82 447 6116

E-mail: mike@mikebolhuis.co.za

Fax: 086 585 4924

Follow us on Facebook to view our projects -
https://www.facebook.com/MikeBolhuisOfficial

EXTREMELY IMPORTANT: All potential clients need to be aware that owing to
the nature of our work as specialist investigators there are people who have
been caught on the wrong side of the law - who are trying to discredit me -
Mike Bolhuis and my organisation Specialised Security Services - to get
themselves off the hook.

This retaliation happens on social media and creates doubt about our integrity
and ability. Doubt created on social media platforms is both unwarranted and
untrue.

We strongly recommend that you make up your minds concerning me and our
organisation only after considering all the factual information - to the exclusion
of hearsay and assumptions.

Furthermore, you are welcome to address your concerns directly with me
should you still be unsatisfied with your conclusions. While the internet
provides a lot of valuable information, it is also a platform that distributes a lot
of false information. The distribution of false information, fake news, slander
and hate speech constitutes a crime that can be prosecuted by law. Your own
research discretion and discernment are imperative when choosing what and
what not to believe.

STANDARD RULES APPLY: Upon appointment, we require a formal mandate
with detailed instructions. Please take note that should you not make use of
our services — you may not under any circumstance use my name or the name
of my organisation as a means to achieve whatever end.

POPI ACT 4 of 2013 South Africa: Mike Bolhuis' "Specialised Security
Services" falls under Section 6 of the act. Read more
here: https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/



http://mike@mikebolhuis.co.za?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://www.facebook.com/MikeBolhuisOfficial?mc_cid=ecc8b16af5&mc_eid=UNIQID
https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/?mc_cid=ecc8b16af5&mc_eid=UNIQID

SSS TASK TEAM:
https://mikebh.link/sss-task-team

SSS CYBERCRIME UNIT:
https://mikebh.link/sss-cyber-team
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You are receiving this email to inform and keep you up to date with violent
and/or economic crimes. This is important to enable you to inform and
protect your loved ones and everyone you know.

Our mailing address is:
mike@mikebolhuis.co.za
Mike Bolhuis Specialised Security Services
Po Box 15075 Lynn East
Pretoria, Gauteng 0039
South Africa

Add us to your address book
Want to change how you receive these emails?
You can update your preferences or unsubscribe from this list.
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why did I get this? unsubscribe from this list update subscription preferences

Mike Bolhuis Specialised Security Services - Plot 75 Leeuwfontein - Pretoria, Gauteng 0039 - South Africa
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