
 

  

 

 

PROJECT: 

THE DANGERS 

OF QR CODE SCAMS/ 

QUISHING 
 

 

"QRishing" or "QR code phishing" is also 
known as quishing. This involves scammers 

using QR codes to trick individuals into 
providing sensitive information or 

downloading malicious content. 
 

QR codes are a part of daily life for many, as 
seen on posters, flyers, or restaurant menus. 

They can be a handy way to quickly access 
websites, discounts, or information.  

 

Quishing might sound like a strange word, 
but it is a serious issue. Scammers create 

fake QR codes that, when scanned, lead you 

to malicious websites or prompt you to share 
personal information. 



 

 
These fraudulent codes can be placed 

anywhere, from advertisements to stickers 
and seemingly legitimate flyers. 

 

 

 

Quishing typically involves creating fake QR codes that, when 
scanned by a mobile device, lead users to malicious websites or 

prompt them to perform actions that compromise their security. 

 

DANGERS OF QUISHING: 

• Malicious Websites:   

o Scammers may redirect users to websites designed to 
steal personal information, such as login credentials or 

financial details. 
• Malware Downloads:   

o QR codes can be used to trigger downloads of malware 
onto the user’s device. 

• Social Engineering:   
o Users might be tricked into providing sensitive 

information under the guise of a legitimate request. 

 

 

SAFETY MEASURES AGAINST QUISHING: 

• Verify the Source:   
o Only scan QR codes from trusted sources. 

o Be cautious when scanning codes received via email, 

messaging apps, or from unknown websites. 
o Before scanning any QR code, take a moment to consider 

if it seems legitimate. 
o If it looks suspicious or you are unsure about its source, 

it is better to avoid scanning it. 
• Use QR Code Scanners with Security Features:   

o Choose QR code scanners that provide security features, 
such as URL preview or safety indicators. 

• Use a QR scanner with built-in security:   
o Download a reputable QR code scanner app that includes 

security features. 
o Some apps can detect malicious codes and alert you 

before opening harmful websites. 



 

• Inspect the URL:   
o Before clicking on any links or entering information, 

check the URL displayed after scanning the QR code to 
ensure it matches the legitimate website. 

• Update Software:   
o Keep your device’s operating system and security 

software up-to-date to protect against potential 
vulnerabilities. 

o Updates often include security patches that can protect 
you from new types of scams. 

• Educate Yourself:   
o Stay informed about common phishing tactics and be 

wary of unexpected or unsolicited QR codes. 
• Report Suspicious Activity:   

o If you come across a QR code or website that seems 

suspicious, report it to relevant authorities or the 
platform where you encountered it. 

• Avoid sharing personal information:   
o Be cautious if a QR code asks for sensitive details like 

passwords, credit card information, or personal data. 
o Legitimate companies usually do not request this via QR 

codes. 

 

 

 

If you suspect you have encountered a 

dodgy QR code or have been a victim of 
quishing, report it to the authorities. 

 

By doing so, you can help prevent 
others from falling into the same trap. 

 
Stay vigilant and safe while 

scanning QR codes! 
 

 

 

 

Visit our Facebook page and our 
website for other current projects: 

• https://www.facebook.com/MikeBolhuisOfficial 
• http://www.mikebolhuis.co.za 

 

https://www.facebook.com/MikeBolhuisOfficial?mc_cid=99436bbcaa&mc_eid=UNIQID
http://www.mikebolhuis.co.za/


 

 

Specialised Security Services invites the 

public to the Mike Bolhuis Daily 
Projects WhatsApp Group. 

  
This group is important in delivering insights 

into the latest crime trends, awareness, 
warnings and the exposure of criminals. 

 

 

 

HOW TO JOIN THE MIKE BOLHUIS DAILY PROJECTS 
WHATSAPP GROUP:  

• Simply follow the link to our dedicated WhatsApp 

group: https://chat.whatsapp.com/Ew1H1dbUR988qoG8gei2sE 
• "JOIN" to ensure you never miss our daily updates. 

• You will receive automatic notifications as soon as a new 
project is placed. 

• Please share this with family, friends and colleagues.  

 

 

 

ALL INFORMATION RECEIVED WITH REGARD 
TO THE PROJECTS WILL BE TREATED IN THE  

STRICTEST CONFIDENTIALITY AND 
EVERY IDENTITY WILL BE PROTECTED. 

 

 

You may forward this document. 
 
 

  
Regards, 
 

Mike Bolhuis 
Specialist Investigators into 
Serious Violent, Serious Economic Crimes & Serious Cybercrimes 

PSIRA Reg. 1590364/421949 
Mobile: +27 82 447 6116 
E-mail: mike@mikebolhuis.co.za 

Fax: 086 585 4924 
Follow us on Facebook to view our projects - 
https://www.facebook.com/MikeBolhuisOfficial 

 
 

https://chat.whatsapp.com/Ew1H1dbUR988qoG8gei2sE
http://mike@mikebolhuis.co.za?mc_cid=99436bbcaa&mc_eid=UNIQID
https://www.facebook.com/MikeBolhuisOfficial?mc_cid=99436bbcaa&mc_eid=UNIQID


 

EXTREMELY IMPORTANT: All potential clients need to be aware that owing to 
the nature of our work as specialist investigators there are people who have 
been caught on the wrong side of the law - who are trying to discredit me - 

Mike Bolhuis and my organisation Specialised Security Services - to get 
themselves off the hook. 
 

This retaliation happens on social media and creates doubt about our integrity 
and ability. Doubt created on social media platforms is both unwarranted and 
untrue. 

 
We strongly recommend that you make up your minds concerning me and our 

organisation only after considering all the factual information - to the exclusion 
of hearsay and assumptions. 
 

Furthermore, you are welcome to address your concerns directly with 
me should you still be unsatisfied with your conclusions. While the internet 
provides a lot of valuable information, it is also a platform that distributes a lot 

of false information. The distribution of false information, fake news, slander 
and hate speech constitutes a crime that can be prosecuted by law. Your own 
research discretion and discernment are imperative when choosing what and 

what not to believe. 
 
STANDARD RULES APPLY: Upon appointment, we require a formal mandate 

with detailed instructions. Please take note that should you not make use of 
our services – you may not under any circumstance use my name or the name 
of my organisation as a means to achieve whatever end. 

 
POPI ACT 4 of 2013 South Africa: Mike Bolhuis' "Specialised Security 
Services" falls under Section 6 of the act. Read more 

here: https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/ 
 

 

 

SSS TASK TEAM: 

https://mikebh.link/sss-task-team 

 

SSS CYBERCRIME UNIT: 

https://mikebh.link/sss-cyber-team 
 

 

 

  

 

https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/?mc_cid=99436bbcaa&mc_eid=UNIQID
https://mikebh.link/sss-task-team?mc_cid=15390ec313&mc_eid=UNIQID
https://mikebh.link/sss-cyber-team?mc_cid=15390ec313&mc_eid=UNIQID


 

  

 

 

  

 

 

  

 

 

  

 

    

 

 

Copyright © 2023 Mike Bolhuis Specialised Security Services, All rights reserved. 

You are receiving this email to inform and keep you up to date with violent and/or economic 

crimes. So that you can inform and protect your loved ones and everyone you know. 

 

Our mailing address is: 

Mike Bolhuis Specialised Security Services 

Po Box 15075 Lynn East 

Pretoria, Gauteng 0039 

South Africa 

Add us to your address book 

 

Want to change how you receive these emails? 

You can update your preferences or unsubscribe from this list. 
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