
 

  

 

 

PROJECT: 

THE ILLUSION OF 

DEEPFAKE 
 

 

 

In this era of technological marvels, SSS is 
compelled to address a pressing concern that 
has woven its way into the fabric of our digital 

existence: Deepfakes. 

 
It is critical to shed light on this intricate web of 
synthetic realities that poses a profound threat 

to our collective trust, privacy, and societal 
stability. 

 

 

• We are witnessing an evolution from innocent face-swapping to 
orchestrated manipulations of voices and entire personas.  

• What was once the realm of experts has now become accessible to 
any individual with a digital inclination, turning them into 

unwitting architects of fabricated realities. 
• Applications:  

o Deepfakes are not mere novelties; they stand as masters of 

misinformation, capable of crafting hyper-realistic scenarios 
that blur the lines between fact and fiction. 

o The potential to sway public opinion and influence elections 
through fabricated speeches and deceptive interviews is a 

chilling reality. 



 

o Criminals exploit this technology to imitate celebrities, other 
influential people, heads of governments and political 

parties, religious influencers, etc. - they then scam, defraud 
and steal from impressionable and unsuspecting victims. 

• Privacy:  
o Our identities are at stake as individuals become involuntary 

actors in digitally fabricated tales, their likenesses created 
into compromising or entirely fictional narratives. 

• The Detectives' Dilemma:  
o Detecting deepfakes is akin to solving an elusive puzzle as 

the technology evolves with breathtaking speed.  
o Researchers tirelessly strive to unravel subtle cues and 

irregularities hidden within manipulated content. 
• Legal and Ethical Concerns:  

o Governments grapple with the challenge of regulating 

deepfake creation and dissemination, while ethical 
considerations range from privacy violations to the spectre 

of widespread abuse. 
• Safety Measures:  

o In this digital battleground, researchers are developing 
algorithmic applications to outsmart the evolving complexity 

of deepfake technology.  
o Awareness is our greatest ally, prompting a collective 

commitment to discernment in the digital landscape. 

 

 

 

AN EXAMPLE OF DEEPFAKE: 
 

 

 

https://www.youtube.com/watch?v=oxXpB9pSETo  

 

https://www.youtube.com/watch?v=oxXpB9pSETo
https://www.youtube.com/watch?v=oxXpB9pSETo


 

SABC NEWS DISCUSSION OF DEEPFAKE SCAMS: 
 

 

 

https://www.youtube.com/watch?v=8aE1RYWbNOU&t=308s  

 

POSSIBLE CHECKS TO IDENTIFY DEEPFAKE VIDEOS: 

• Eyes:  
o If the eyes look unnatural or have an odd sparkle, it might 

be a deepfake. 
o Pay attention if the blinking seems off or the eye 

movements do not match. 

• Skin Texture:  
o Check for a flawless and perfect complexion without natural 

pores or imperfections. 
o Look for inconsistencies in the fine details of the skin. 

• Facial Expressions:  
o Be wary if the person's expressions do not match the mood 

of the conversation. 
o If the face looks frozen or does not show movements, it 

could be a red flag. 
• Voice:  

o Listen for a robotic or unnatural sound in the voice. 
o If there is a lack of emotion or strange sounds in the voice 

or pitch of the voice, it might be digitally altered. 
• Lighting and Shadows:  

o Watch out for inconsistent or unrealistic lighting on the face. 

o Deepfakes often struggle with the natural play of light and 
shadows. 

• Context and Content:  

https://www.youtube.com/watch?v=8aE1RYWbNOU&t=308s
https://www.youtube.com/watch?v=8aE1RYWbNOU&t=308s


 

o Be doubtful if the video seems out of character for the 
person. 

o Question the information presented by the video. 
• Overall Wakefulness:  

o Nothing guarantees the immediate identification of a 
deepfake, but a mix of these signs raises suspicions. 

o Take a close look and be critical; trust your instincts. 

 

 

 

ONLINE VERIFICATION TO CHECK WHETHER 

YOU ARE WATCHING A DEEPFAKE VIDEO: 

https://deepware.ai/ 
 

 

 

As technology hurtles forward, the duel between 
deepfake creators and detectors intensifies, 

pushing both technologies  

toward unprecedented sophistication. 
 

We stand on the precipice of a shift in 

societal trust dynamics, urging a 
re-evaluation of authenticity and 
an era of heightened scepticism. 

 

 

 

 

Visit our Facebook page and our 
website for other current projects: 

• https://www.facebook.com/MikeBolhuisOfficial 

• http://www.mikebolhuis.co.za 

 

 

 

Specialised Security Services invites the public 
to the Mike Bolhuis Daily Projects WhatsApp 

Group. 

https://deepware.ai/
https://www.facebook.com/MikeBolhuisOfficial?mc_cid=99436bbcaa&mc_eid=UNIQID
http://www.mikebolhuis.co.za/


 

We have decided to close the previous 
WhatsApp channel to avoid any duplication and 

to centralise our efforts in one place. 

  
This group is important in delivering insights 

into the latest crime trends, awareness, 

warnings and the exposure of criminals. 
 

 

 

HOW TO JOIN THE MIKE BOLHUIS DAILY PROJECTS 
WHATSAPP GROUP:  

• Simply follow the link to our dedicated WhatsApp 

group: https://chat.whatsapp.com/Ew1H1dbUR988qoG8gei2sE 

• Hit the "FOLLOW" button to ensure you never miss our daily 
updates. 

• Tap on the "BELL" icon to receive instant notifications whenever a 
new post is placed. 

• Please share this with family, friends and colleagues.  

 

 

 

ALL INFORMATION RECEIVED WITH REGARD 
TO THE PROJECTS WILL BE TREATED IN THE  

STRICTEST CONFIDENTIALITY AND 
EVERY IDENTITY WILL BE PROTECTED. 

 

 

You may forward this document. 
 
 

  
Regards, 
 

Mike Bolhuis 
Specialist Investigators into 
Serious Violent, Serious Economic Crimes & Serious Cybercrimes 

PSIRA Reg. 1590364/421949 
Mobile: +27 82 447 6116 
E-mail: mike@mikebolhuis.co.za 

Fax: 086 585 4924 
Follow us on Facebook to view our projects - 
https://www.facebook.com/MikeBolhuisOfficial 

 
 
EXTREMELY IMPORTANT: All potential clients need to be aware that owing to 

https://chat.whatsapp.com/Ew1H1dbUR988qoG8gei2sE
http://mike@mikebolhuis.co.za?mc_cid=99436bbcaa&mc_eid=UNIQID
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the nature of our work as specialist investigators there are people who have been 
caught on the wrong side of the law - who are trying to discredit me - Mike Bolhuis 
and my organisation Specialised Security Services - to get themselves off the 

hook. 
 
This retaliation happens on social media and creates doubt about our integrity and 

ability. Doubt created on social media platforms is both unwarranted and untrue. 
 
We strongly recommend that you make up your minds concerning me and our 

organisation only after considering all the factual information - to the exclusion of 
hearsay and assumptions. 

 
Furthermore, you are welcome to address your concerns directly with me should 
you still be unsatisfied with your conclusions. While the internet provides a lot of 

valuable information, it is also a platform that distributes a lot of false information. 
The distribution of false information, fake news, slander and hate speech 
constitutes a crime that can be prosecuted by law. Your own research discretion 

and discernment are imperative when choosing what and what not to believe. 
 
STANDARD RULES APPLY: Upon appointment, we require a formal mandate 

with detailed instructions. Please take note that should you not make use of 
our services – you may not under any circumstance use my name or the name 
of my organisation as a means to achieve whatever end. 

 
POPI ACT 4 of 2013 South Africa: Mike Bolhuis' "Specialised Security 
Services" falls under Section 6 of the act. Read more 

here: https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/ 
 

 

 

SSS TASK TEAM: 

https://mikebh.link/sss-task-team 

 

SSS CYBERCRIME UNIT: 

https://mikebh.link/sss-cyber-team 
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Copyright © 2023 Mike Bolhuis Specialised Security Services, All rights reserved. 

You are receiving this email to inform and keep you up to date with violent and/or economic 

crimes. So that you can inform and protect your loved ones and everyone you know. 

 

Our mailing address is: 

Mike Bolhuis Specialised Security Services 

Po Box 15075 Lynn East 

Pretoria, Gauteng 0039 

South Africa 

Add us to your address book 

 

Want to change how you receive these emails? 

You can update your preferences or unsubscribe from this list. 
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