
  

 

 

PROJECT: 

CARD SKIMMING 

PUBLIC WARNING! 
 

 

 

Card skimming is a form of credit card fraud.  

It involves the illegal copying of data from the 

magnetic strip of a credit or debit card. 

 

This stolen data is used to make unauthorised 

transactions or create counterfeit cards. 

Card skimming can occur in various locations, such 

as ATMs, gas pumps, point-of-sale (POS) terminals, 

and, in some cases, by dishonest employees at 

businesses where you use your card. 

 

Card skimming is a growing threat to your financial 

security. Criminals use hidden devices to steal your 

card information and empty your bank account.  
 

Customer protection strategies are at the forefront of 

banks’ efforts to curb ATM and related crimes, but to 

be effective they also require customers to do all 

they can to protect themselves. 
  

 

 

 



 

PRECAUTIONARY MEASURES TO AVOID CARD 

SKIMMING:  

• Inspect Card Readers:  
o 60% of skimming occurs at privately owned ATMs. 

o These are typically cash-dispensing machines and tend to 
be located in convenience stores, bars, restaurants, 

grocery stores, or check-cashing establishments. 
o Before using ATMs or card terminals, check for any unusual 

or loose parts. 

o If the numbers are hard to press or feel thick, it might 
have a false keypad installed and you should move on to 

the next machine. 
o If the machine seems bulky in any way, rather ask for 

another option to pay. 
o Before using any machine, take a look to make sure it has 

not been tampered with.  
o If the card reader seems loose, crooked, or damaged, if 

the graphics are not aligned, or if part of the machine is a 
different colour, do not insert or swipe your card. 

o If there is another machine nearby (such as two ATM 
machines next to each other), compare them to see if 

there are obvious differences. 
o For example, if one machine has a flashing slot to insert 

your card and the other does not, that may be an 

indication that there is something wrong. 

 

  

 
 
 
 



 

• Always cover your PIN, even if no one is around.  
o Hidden cameras are sometimes used. 

• Use Chip Cards:  
o These provide extra security compared to magnetic strip 

cards. 
• Check your bank card statements regularly for unauthorised 

charges.  
o Rather than wait for your monthly statement, check your 

account regularly using online and mobile banking. 
• Use mobile wallet.   

o An alternative to swiping your card is paying by mobile 
wallet, including Apple Pay, Samsung Pay, or Google Pay. 

o This form of payment is secure because your credit card 
information is tokenised and rendered useless if a thief 

were to get a hold of it. 

• Pay inside:  
o If your local gas station has not yet updated their pumps 

to accept mobile wallet or you are not sure if the machine 
is safe to use, go inside the service station to pay. 

o Taking an extra minute to walk inside could save your 
money from your account being compromised. 

• Stay in public view.   
o Always try to use machines that are in public view with 

security monitoring – these machines are less likely to be 
tampered with.  

o For additional protection, use a bank-specific machine 
inside the store or an ATM inside your bank. 

• Sign up for bank alerts.   
o See what type of fraud alert system your card provider has 

in place and take advantage of it. 

o While fraud is not 100% preventable, catching issues 
immediately will save you the time and effort of trying to 

cancel or reverse any unauthorised use of funds in your 

account. 

 

 

 

Remember, your financial safety is in your hands. 

Rather stay pro-active and avoid any possible 

opportunities for criminals to access your bank 

account and your money. 

  

Stay vigilant and protect yourself from 

 card skimming scams! 
 

 



 

SIMILAR WARNING PROJECTS POSTED BY SSS:  

• https://mikebh.link/HfDw86 

• https://mikebh.link/Nh1iEB 
• https://mikebh.link/eJHQkA 

• https://mikebh.link/DWUi32 
• https://mikebh.link/51PWQI 

• https://mikebh.link/c7tu2R 

 

 

 

Specialised Security Services is proud to 

invite the public to our highly anticipated WhatsApp 

Channel. 

  

This channel is important in delivering insights into 

the latest crime trends, awareness, warnings and the 

exposure of criminals. 
 

 

 

HOW TO JOIN THE MIKE BOLHUIS WHATSAPP 

CHANNEL:  

• Simply follow the link to our dedicated 

channel: https://whatsapp.com/channel/0029Va9cH3n0bIdvTstl
Cf0t 

• Hit the "FOLLOW" button to ensure you never miss our daily 
updates. 

• Tap on the "BELL" icon to receive instant notifications whenever 
a new post is placed. 

• Please share this with family, friends and colleagues.  

 

 

   

 

IF ANYONE REQUIRES OUR ASSISTANCE IN ANY WAY, 
PLEASE CONTACT MR BOLHUIS. 

 
ALL INFORMATION WILL BE TREATED WITH THE 

UTMOST PRIVACY AND CONFIDENTIALITY. 
 

FORWARD THIS DOCUMENT TO EVERYBODY. 
PLEASE ENSURE THAT YOU FORWARD 

THIS ENTIRE PROJECT. 
 

https://mikebh.link/HfDw86
https://mikebh.link/Nh1iEB
https://mikebh.link/eJHQkA
https://mikebh.link/DWUi32
https://mikebh.link/51PWQI
https://mikebh.link/c7tu2R
https://whatsapp.com/channel/0029Va9cH3n0bIdvTstlCf0t?mc_cid=ca3bfa932b&mc_eid=UNIQID
https://whatsapp.com/channel/0029Va9cH3n0bIdvTstlCf0t?mc_cid=ca3bfa932b&mc_eid=UNIQID


 

 

Regards, 
 
Mike Bolhuis 

Specialist Investigators into 
Serious Violent & Serious Economic Crimes 
PSIRA Reg. 1590364/421949 

PSIRA Certificate: https://mikebh.link/PSIRA 
Mobile: +27 824476116 
E-mail: mike@mikebolhuis.co.za 

Fax: 086 585 4924 
Follow us on Facebook to view our projects - 
https://www.facebook.com/MikeBolhuisOfficial 

 
 
EXTREMELY IMPORTANT: Our biggest enemy is disinformation. If you 

receive any information regarding my organisation that concerns you, please 
contact me, Mike Bolhuis, directly to confirm whether the information is indeed 
factual or not. 

 
STANDARD RULES APPLY: Upon appointment, we require a formal mandate 
with detailed instructions. Please take note that should you not make use of 

our services – you may not under any circumstance use my name or the name 
of my organisation as a means to achieve whatever end. 
 

POPI ACT 4 of 2013 South Africa: Mike Bolhuis Specialised Security 
Services falls under Section 6 of the act. Read more here.  

 

 

 

SSS TASK TEAM: 
https://mikebh.link/sss-task-team 

 

SSS CYBERCRIME UNIT: 
https://mikebh.link/sss-cyber-team 

 

 

  

 

Copyright © 2023 Mike Bolhuis Specialised Security Services. 

 All rights reserved. 

  
You are receiving this email to inform and keep you up to date with violent and/or economic 
crimes. This is important to enable you to inform and protect your loved ones and everyone 

you know. 

https://mikebh.link/PSIRA
http://mike@mikebolhuis.co.za
https://www.facebook.com/MikeBolhuisOfficial
https://mikebh.link/sss-task-team?mc_cid=15390ec313&mc_eid=UNIQID
https://mikebh.link/sss-cyber-team?mc_cid=15390ec313&mc_eid=UNIQID


 

  
Our mailing address is: 

mike@mikebolhuis.co.za 
Mike Bolhuis Specialised Security Services 

Po Box 15075 Lynn East 
Pretoria, Gauteng 0039 

South Africa 
  

Add us to your address book 
Want to change how you receive these emails? 

You can update your preferences or unsubscribe from this list. 
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