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PROJECT:
RISKS OF TIKTOK

TikTok, a popular social media platform, has
garnered significant popularity worldwide,
including in South Africa. While offering a

diverse range of entertainment and creative

opportunities, concerns have emerged
regarding the potential risks associated
with its usage.

This project aims to shed light on the
dangers posed by TikTok in South Africa,
focusing on various aspects that require

attention.

Additionally, we will explore TikTok's
community guidelines, which serve as a
framework to promote user safety and

mitigate these risks effectively.




THE RISKS OF TIKTOK IN SOUTH AFRICA:

CYBERBULLYING AND ONLINE HARASSMENT:

o TikTok's extensive user base exposes individuals, especially young
users, to an increased risk of cyberbullying and online harassment.

e The ease of anonymous commenting on videos can lead to hurtful and
abusive behaviour, negatively impacting users' mental well-being.

e Reports of Cyberbullying Incidents in South Africa:

o In March 2022, a teenager in South Africa became a victim of
cyberbullying on TikTok, enduring derogatory comments and
abusive behaviour from other users.

o This incident severely impacted the teenager's mental health,
necessitating intervention from parents and school authorities.

INAPPROPRIATE CONTENT:

e TikTok's algorithm-driven content recommendation system occasionally
exposes users, including minors, to inappropriate and explicit content.

o Despite efforts to filter such content, encountering material unsuitable
for specific age groups has been reported.

PRIVACY CONCERNS:

e The collection and handling of personal data on TikTok raise concerns
about user privacy.

o Allegations suggest that user data, including location information and
browsing habits, has been shared with third parties without proper
consent, potentially compromising user privacy and security.

ONLINE PREDATORS:

o TikTok's accessibility and popularity make it an attractive platform for
online predators who may engage in grooming behaviours or exploit
vulnerable users, particularly minors.

e TikTok's direct messaging and live streaming features present potential
risks in this regard.

e Cases Highlighting the Danger of TikTok in South Africa:

o InJune 2021, a news report exposed a case where a predator
utilized TikTok to groom and manipulate a minor in South Africa.

o Posing as a teenager, the individual gradually established a
relationship with the unsuspecting minor, leading to dangerous
offline encounters.

o This incident raised concerns about the platform's vulnerability to
exploitation by online predators.



HEALTH AND WELL-BEING:

e Excessive use of TikTok, particularly among young users, can adversely
affect mental health, body image, and self-esteem.

¢ Constant exposure to curated content and comparisons with influencers
can contribute to feelings of inadequacy and psychological distress.

TIKTOK COMMUNITY GUIDELINES FOR SAFETY:

To ensure a safer environment for its users, TikTok has established community
guidelines that address various risks and concerns associated with the
platform. These guidelines are as follows:

e Prohibition of Bullying and Harassment:

o TikTok strictly prohibits any form of bullying, harassment, or hate
speech within the community.

o Users are encouraged to treat others with respect and kindness.

e Child Safety:

o TikTok is committed to ensuring a safe environment for minors
and prohibits any content that endangers or exploits them.

o Users are advised not to share or engage in inappropriate
activities involving minors.

e Personal Information Protection:

o Sharing personal information that may lead to harm or violate
privacy is strictly forbidden.

o TikTok encourages users to safeguard their personal data and
refrain from posting sensitive information.

¢ Graphic Content and Violence:

o TikTok removes any content that depicts graphic violence, self-
harm, or harm to others.

o Users are urged to report and avoid sharing such content.

e Hate Speech and Offensive Behaviour:

o TikTok does not tolerate hate speech, discriminatory content, or
behaviour that targets individuals or groups based on race,
ethnicity, religion, gender, or other protected attributes.

o Dangerous Activities and Challenges:

o TikTok discourages challenges that could lead to physical harm,
promote dangerous behaviour, or endanger others.

o Users are advised to prioritize their safety and avoid participating
in risky activities.

¢ Nudity and Sexual Content:

o TikTok maintains strict guidelines against explicit sexual content,
nudity, or any form of adult content.

o Users are expected to adhere to these guidelines and avoid
sharing inappropriate material.

e Copyright Infringement:

o TikTok enforces copyright rules and urges users not to post
content that infringes on intellectual property rights.

o Users should respect copyrights and avoid using copyrighted
material without proper authorisation.

e Authenticity and Misinformation:

o TikTok encourages users to be authentic and responsible in their

content creation.



o Dissemination of false information, misinformation, or misleading
content is strongly discouraged.
¢ Community Respect:
o TikTok expects users to respect one another, fostering a positive
and inclusive community environment.
o Users are encouraged to engage in constructive dialogue and
avoid spreading hate or negativity.

While TikTok offers an engaging platform for
creativity and entertainment, it is crucial to be
aware of its potential risks, especially
in South Africa.

Cyberbullying, exposure to inappropriate
content, privacy concerns, the presence of
online predators, and negative impacts on

mental health necessitate a cautious
approach to TikTok usage.

The community guidelines provided
by TikTok serve as a foundation for
promoting the safety and responsible use of
the platform. Continuous efforts from both
TikTok and users are essential to address
these concerns and create a safer digital
environment in South Africa.

It is crucial to raise awareness, educate users,
and implement robust measures to mitigate
the dangers associated with TikTok.

By prioritising user safety and responsible
online behaviour, we can ensure a positive
and secure TikTok experience for all users in
South Africa.



RELEVANT PREVIOUS PROJECTS:

https://mikebh.link/IhSIdI
https://mikebh.link/riTdKC
https://mikebh.link/sgrxjO
https://mikebh.link/QyA5cg
https://mikebh.link/psftLk

CONTACT MR MIKE BOLHUIS FOR ADVICE,
RECOMMENDATIONS, SECURITY, PROTECTION,
OR AN INVESTIGATION IF NEEDED.

ALL INFORMATION WILL BE TREATED WITH THE
UTMOST PRIVACY AND CONFIDENTIALITY.

FORWARD THIS DOCUMENT TO EVERYBODY.

Regards,

Mike Bolhuis

Specialist Investigators into

Serious Violent & Serious Economic Crimes
PSIRA Reg. 1590364/421949

Mobile: +27 82 447 6116

E-mail: mike@mikebolhuis.co.za

Fax: 086 585 4924

Follow us on Facebook to view our projects -
https://www.facebook.com/MikeBolhuisOfficial

EXTREMELY IMPORTANT: All potential clients need to be aware that owing to
the nature of our work as specialist investigators there are people who have
been caught on the wrong side of the law - who are trying to discredit me -
Mike Bolhuis and my organisation Specialised Security Services - to get
themselves off the hook.

This retaliation happens on social media and creates doubt about our integrity
and ability. Doubt created on social media platforms is both unwarranted and
untrue.

We strongly recommend that you make up your minds concerning me and our
organisation only after considering all the factual information - to the exclusion
of hearsay and assumptions.

Furthermore, you are welcome to address your concerns directly with me


https://mikebh.link/IhSIdl?mc_cid=074807feef&mc_eid=UNIQID
https://mikebh.link/riTdKC?mc_cid=074807feef&mc_eid=UNIQID
https://mikebh.link/sqrxjO?mc_cid=074807feef&mc_eid=UNIQID
https://mikebh.link/QyA5cg?mc_cid=074807feef&mc_eid=UNIQID
https://mikebh.link/psftLk?mc_cid=074807feef&mc_eid=UNIQID
http://mike@mikebolhuis.co.za?mc_cid=074807feef&mc_eid=UNIQID
https://www.facebook.com/MikeBolhuisOfficial?mc_cid=074807feef&mc_eid=UNIQID

should you still be unsatisfied with your conclusions. While the internet
provides a lot of valuable information, it is also a platform that distributes a lot
of false information. The distribution of false information, fake news, slander
and hate speech constitutes a crime that can be prosecuted by law. Your own
research discretion and discernment are imperative when choosing what and
what not to believe.

STANDARD RULES APPLY: Upon appointment, we require a formal mandate
with detailed instructions. Please take note that should you not make use of
our services — you may not under any circumstance use my name or the name
of my organisation as a means to achieve whatever end.

POPI ACT 4 of 2013 South Africa: Mike Bolhuis' "Specialised Security
Services" falls under Section 6 of the act. Read more
here: https://mikebolhuis.co.za/popi-act-4-of-2013-section-6-mike-bolhuis/

SSS TASK TEAM:
https://mikebh.link/Task-Team-2023

SSS CYBERCRIME UNIT:
https://mikebh.link/CyberTeam
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Copyright © 2023 Mike Bolhuis Specialised Security Services.

All rights reserved.

You are receiving this email to inform and keep you up to date with violent and/or economic
crimes. This is important to enable you to inform and protect your loved ones and everyone

you know.

Our mailing address is:

mike@mikebolhuis.co.za

Mike Bolhuis Specialised Security Services
Po Box 15075 Lynn East
Pretoria, Gauteng 0039

South Africa
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